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Document Conventions

The following tables list the text and notice conventions that are used throughout this guide.

TABLE 1 Text conventions

Convention Description Example

monospace Identifies command syntax device (config) # interface ethernet 1/1/6
examples.

bold User interface (Ul) components On the Start menu, click All Programs.

such as screen or page names,
keyboard keys, software buttons,
and field names

italics Publication titles Refer to the Ruckus Small Cell Release Notes for more information

Notes, Cautions, and Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of
potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related
information.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to
hardware, firmware, software, or data.

DANGER
A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you.
Safety labels are also attached directly to products to warn of these conditions or situations.
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Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their
logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[1 Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|y|z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the
options.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the
entire command at the prompt without the backslash.

Document Feedback

Ruckus is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to Ruckus at: docs@ruckuswireless.com
When contacting us, please include the following information:

*  Document title and release number

*  Document part number (on the cover page)

*  Page number (if appropriate)

*  For example:

- Ruckus Small Cell Alarms Guide SC Release 1.3
- Part number: 800-71306-001
- Page 88

Ruckus Product Documentation Resources

Visit the Ruckus website to locate related documentation for your product and additional Ruckus resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate
documentation by product or perform a text search. Access to Release Notes requires an active support contract and Ruckus
Support Portal user account. Other technical documentation content is available without logging into the Ruckus Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Ruckus Fastlron Campus Fabric Configuration Guide, 08.0.90
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Contacting Ruckus Customer Services and Support

Online Training Resources

To access a variety of online Ruckus training modules, including free introductory courses to wireless networking essentials, site
surveys, and Ruckus products, visit the Ruckus Training Portal at https://training.ruckuswireless.com.

Contacting Ruckus Customer Services and
Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on
their Ruckus Networks products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access
the self-service resources use the following criteria:
e Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a
Case section.
*  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be
available. Go to the Open a Case section.
*  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the
Self-Service Resources section.
*  Priority 4 (P4)—Low. Request for information, product documentation, or product enhancements. Go to the Self-Service
Resources section.

Open a Case
When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get
help:

* Continental United States: 1-855-782-5871

* Canada: 1-855-782-5871

* Europe, Middle East, Africa, and Asia Pacific, toll-free numbers are available at https://support.ruckuswireless.com/
contact-us and Live Chat is also available.

Self-Service Resources
The Support Portal at https://support.ruckuswireless.com/contact-us offers a number of tools to help you to research and
resolve problems with your Ruckus products, including:

*  Technical Documentation—https://support.ruckuswireless.com/documents

*  Community Forums—nhttps://forums.ruckuswireless.com/ruckuswireless/categories

*  Knowledge Base Articles—https://support.ruckuswireless.com/answers

Ruckus Fastlron Campus Fabric Configuration Guide, 08.0.90
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*  Software Downloads and Release Notes—https://support.ruckuswireless.com/software
*  Security Bulletins—https://support.ruckuswireless.com/security
Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting

analysis if you still require assistance through a support case or RMA. If you still require help, open and manage your case at
https://support.ruckuswireless.com/case_management
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Supported hardware and software

The following devices from the Ruckus Fastiron product family support Switch Port Extender (SPX) configurations in Fastlron
08.0.80 and later releases:

e |CX 7150 switches (ICX 7150)
o ICX 7250 switches (ICX 7250)
* ICX 7450 switches (ICX 7450)
e |CX 7650 swtitches (ICX 7650)
o ICX 7750 switches (ICX 7750)

For information about the specific models and modules supported in a product family, refer to the hardware installation guide
for that product family.

What's new in this document

The following tables provide descriptions of information introduced in this guide for Fastlron 08.0.90.

TABLE 2 Summary of enhancements in Fastlron 08.0.90

Feature Description Location

SPX probe time reduction The standard SPX probe time has been reduced | Throughout the guide
from six minutes to three minutes.

Image upgrade from USB System behavior has changed so that a USB Refer to Campus Fabric (SPX) image upgrade
drive can be checked for PE image upgrades. on page 135 for more information.
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Campus Fabric

Campus Fabric is sometimes referred to as Switch Port Extender (SPX).

Campus Fabric creates a more scalable architecture based on IEEE 802.1BR standards. Ruckus Campus Fabric architecture adds
ICX 7450, ICX 7250, or ICX 7150 devices configured as port extenders (PEs), or PE units, to a set of ICX 7750 or ICX 7650 stack units
configured as the control bridge. The ICX 7750 or ICX 7650 control bridge (CB) provides a single point of management for the
extended network. Active and standby controller functions are retained and continue to provide hitless recovery as well as
extended administrative functions. Campus Fabric greatly increases the number of access devices that the network can support.
The distributed CB at the center of Campus Fabric architecture manages PE units and hundreds to thousands of ports at the
network edge.

PE units are standards-based devices. Typically lower in cost, PE units rely on the CB for most network functions. As the network
expands, new PE units can be detected and added to the network automatically using defined Campus Fabric communication
protocols. PE units also inherit Premium-license features from the CB, which further reduces cost.

Campus Fabric architecture simplifies network management by unifying core, aggregation, and access functions. As illustrated in
the following figure, a core stack (distributed chassis) serving as the CB connects to downstream Campus Fabric (PE) units that
aggregate large numbers of access devices.

Ruckus Fastlron Campus Fabric Configuration Guide, 08.0.90
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Campus Fabric

FIGURE 1 Campus Fabric domain build-out from an ICX 7750 or ICX 7650 CB stack

(=l
LB

The following figure depicts three separate campuses, each with its own Campus Fabric domain, interconnected with a high-
speed backbone.
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Fastlron devices and Campus Fabric communication

FIGURE 2 Distributed campus network formed from connected Campus Fabric domains

480 Gbps Backplane
High-Speed Campus Ring

Fastiron devices and Campus Fabric
communication

An ICX 7750 or ICX 7650 stack or standalone serves as the control bridge (CB) for attached ICX 7450, ICX 7250, or ICX 7150
devices configured as port extender (PE) units. The PE units provide connectivity to PCs, laptops, IP phones, and other access

devices.
The CB communicates with the attached PE units downstream using protocols defined in the IEEE 802.1BR standards. PE units in
the extended topology tag packets from attached user devices and send the packets upstream to the CB for switching and

network ma nagement.
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Campus Fabric roles and communication protocols

FIGURE 3 CB to PE communication
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The simplified network topology with centralized control and lower-cost PE devices expands capacity by hundreds of additional
access ports.

NOTE
In Fastlron 08.0.50, PE port capacity is over 1700 ports per Campus Fabric domain.

Campus Fabric roles and communication
protocols

The control bridge (CB) creates, deletes, and manages port extender (PE) ports. It performs switching, routing, and forwarding for
PE ports and provides centralized policy management.

The CB uses the Link Level Discovery Protocol (LLDP) to discover PE units. When the CB discovers a PE unit, it connects to the PE
unit and creates a control plane using Control and Status Protocol (CSP) over the uplink/cascade port.

Each PE port is managed as a virtual port from the CB perspective. The CB sets up each PE unit for traffic forwarding and creates
multicast and unicast forwarding tables through CSP.

The PE provides a data path between end hosts and the CB and uses LLDP to advertise 802.1br capabilities to the CB over the
upstream port or LAG. If capabilities match, the PE uses CSP to attach to the CB. The PE reports the number of available ports to
the CB, and the CB allocates an E-CID for each PE port. The PE also performs hardware-based multicast and broadcast
replication.

NOTE
E-tag packets are assigned EtherType 0x893f.

As illustrated in the following figure, the access PE unit assigns an E-tag that is based on the configured ingress port to traffic
forwarded upstream. E-tags provide downlink-to-uplink association. Transit PE units do not assign or change E-tags. PE

Ruckus Fastlron Campus Fabric Configuration Guide, 08.0.90
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Campus Fabric roles and communication protocols

downstream forwarding is based on the E-CID fields in the E-tags. The E-tag is removed by the access PE unit at the last hop
downstream.

FIGURE 4 E-tags added upstream and removed at the last downstream hop

CB

No E-tag change No E-tag change

Transit PE 17

Add E-tag H-“ R *—*-'I:I Remove E-tag

Access PE 18

Server

The bidirectional path between the external extended port and the corresponding internal extended port is referred to as an E-
channel. E-channels are identified by the E-channel ID (E-CID) in the E-tag (channel range 0x00 0001 to 0x3F FFFE). E-channels can
be point-to-point, point-to-multipoint, or multipoint-to-point.

Control and Status Protocol

Control and Status Protocol (CSP) runs between the CB and attached PE units and is used to bring the PE units up or down.

PE CSP executes as an upper layer protocol over the Edge Control Protocol (ECP). ECP provides acknowledgment and
retransmission of packets. PE CSP assumes that once a protocol data unit (PDU) is delivered to ECP, the PDU is reliably delivered
to its peer.

Ruckus Fastlron Campus Fabric Configuration Guide, 08.0.90
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Campus Fabric data path

FIGURE 5 Campus Fabric communication protocol hierarchy

|

Edge Control Protocol (ECP)

|

Layer 2

PE CSP is implemented as a simple command and response protocol with protocol information packaged in Type-Length-Value
(TLV) triplets. Each PE CSP PDU consists of a command TLV and zero or more additional TLVs. A separate control E-channel is
created between the CB and PE unit to carry PDUs, and a single instance of CSP runs between the PE unit and the CB.

Campus Fabric data path

To understand packet flow in a Campus Fabric system, consider what happens when one host pings another through the
Campus Fabric network. In the following figure, both hosts are connected to the same PE unit.
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Campus Fabric data path

FIGURE 6 Campus Fabric data path example

Control Bridge

PE 17 ICX7450
MAC A MAC B
MAC B MAC A
17111 171142
E-CID 1 E-CID2

A\ $

Host A Host B

The following steps describe the series of events required for Host A to communicate with Host B.

1. Host A pings Host B.

2. The packet sent by Host A travels over port 17/1/1 to access PE unit 17, where an E-tag with the E-CID 1 is added. (The CB
assigned this E-channel ID to the PE port when it was initialized.)

3. PEunit 17 sends the packet to the CB over the Campus Fabric uplink, the SPX LAG. The packet can traverse any of the
available links in the LAG. In this example, the packet leaves the PE on port 17/2/4, which is connected to an ICX 7750
with member status in the Control Bridge stack.

4. The receiving ICX 7750 looks up the destination address (MAC B) and associates it in forwarding tables with port 17/1/2.
The CB adds E-CID 2 (which is the E-channel ID for port 17/1/2) to the packet and sends it back out to PE unit 17 over the
SPX LAG.
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Campus Fabric Overview
Campus Fabric terminology

NOTE

If the destination IP address is not already present in the CB forwarding tables, the packet is forwarded to the
master ICX 7750 (the active controller) to perform necessary Address Resolution Protocol functions. Once the
MAC address of the destination is known, the forwarding tables are updated across all CB member switches to

facilitate local forwarding of future packets destined for Host B. The same process is used for all Layer 2 and
Layer 3 control packets.

If relevant Layer 2 and Layer 3 information is present in forwarding tables, any member of the CB stack can
directly forward a packet to its destination without consulting the CB active controller.

5. PEunit 17 looks up E-CID 2 and matches it with port 17/1/2. The PE unit removes the E-tag and sends the ping packet to

Host B over port 17/1/2.

Campus Fabric terminology

The following illustration provides a visual description of key Campus Fabric terms.

FIGURE 7 Visual representation of Campus Fabric network terms
ICX 7750 Control Bridge
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Campus Fabric terminology

The following table defines terms specific to Campus Fabric.

TABLE 3 Campus Fabric terminology

Term

access (or base) port extender

cascade port

CB port

control bridge

clean unit

Ccsp

downstream port

E-channel

E-CID
E-tag

extended port

LLDP

master (active controller)
ME-CID

PE

PE mode

Provisional-PE mode

Meaning

A port extender (PE) connecting to end hosts. An access PE is located at the end of the CB-PE
tree.

An egress CB port connecting to a PE. (The link between the cascade port and the PE port is
configured and displayed as an SPX port or SPX LAG.)

A control bridge (CB) port on a standalone or a stacking system. A CB port can be on any
device in a stacking system.

The control bridge (CB) has ports that link to one or more port extender (PE) units. The CB
handles traffic to and from PE ports as if these ports were local ports. The control bridge can
consist of a standalone ICX 7650 or ICX 7750 or a traditional stack of ICX 7650 or ICX 7750
stacking units.

A clean unit is a device running switch/router mode that has no startup_config flash during
bootup and currently has no startup_config. (That is, the write memory command has never
been executed on the unit.) You can execute the erase startup command followed by the
reload command without executing the write memory command to make a unit to a new
unit.

A clean unit does not have a password. A clean unit must not contain stack enable or spx cb-
enable configuration.

Control and Status Protocol. CSP serves as the Campus Fabric communication protocol
between the CB master and the PE units in its control plane.

A PE port that transmits traffic away from the CB, toward the access PE. A downstream port is
an "egress" port from the perspective of the CB.

The bidirectional path between the external extended port and the corresponding internal
extended port. Each E-channel is identified by an E-channel ID (E-CID) in the E-tag (ranges from
0x0001 to Ox3FFF). E-channels can be point-to-point, point-to-multipoint, or multipoint-to-
point.

E-channel identifier. An E-CID identifies the PE destination port in CSP.
A tag added to SPX packets. The E-tag contains an E-CID.

A PE port that serves as an access port to a host. Internal extended ports provide connectivity
to the ports of the C-VLAN component. External extended ports operate as ports of the
extended bridge. Each internal extended port is linked through an E-channel to an external
extended port. Additional E-channels provide linkage between an internal extended port and
multiple external extended ports in support of multicast frame delivery.

Link Level Discovery Protocol. LLDP is the Layer 2 protocol used by the CB to discover and
connect to PEs.

The master of a CB stack. The entire stack is considered one logical device.

Multicast E-channel Identifier. Inserted in the E-tag, it carries a value of 0x1000 to 0x3FFF to
indicate a multicast channel.

Port extender. A PE, or PE unit, is a dummy device that contains multiple ports (for example,
24 or 48 ports). A PE forwards all traffic to the connected control bridge (CB). The PE does not
perform local switching. The PE can connect to any unit in the CB.

A special bootup role that causes a unit to perform as a dummy device. A unit in PE mode
does not parse startup_config flash during bootup. It runs protocols, such as LLDP, only
available to a PE. In PE mode, the unit does not perform local switching. Most commands and
configurations are blocked.

A temporary mode created when a user configures the spx pe-enable command on a unit but
has not yet reloaded the unit. Because the unit previously booted up in regular mode, it
continues to perform as a regular device until the next reload. That is, the unit still acts like a
regular switch or router. Most commands and configurations are blocked the same way as in
PE mode.
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TABLE 3 Campus Fabric terminology (continued)
Term Meaning

regular mode Normal or non-SPX mode. Regular mode describes a standalone unit that behaves like a
normal switch or router.

reserved configuration An SPX unit or stack unit that is configured and appears in output for the show running-
config command, but which does not physically exist.

SPX Switch Port Extender. SPX capability, also known as Campus Fabric, is based on |EEE 802.1BR
standards and recommendations.

SPX port A port on a PE that links to the CB or another PE. SPX port is a general term for PE ports and
cascade ports. The spx-port command is used in CLI configuration to configure either a
cascade port or an SPX port.

SPX LAG A trunk that contains at least two SPX ports. (Cascade ports may be included in an SPX LAG.)

standalone An individual unit that is not part of a stacking system. A standalone ICX 7650 or ICX 7750 (or a
traditional stack of ICX 7650 or ICX 7750 devices) can be enabled as an 802.1br control bridge.

TLV Type-Length-Value information. CSP packets consist of a command TLV and can contain
additional TLVs.

transit PE A PE that is not an access PE. A transit PE aggregates transmissions from downstream PEs.

upstream port A PE port that connects to a transit PE toward the CB or directly to the CB. An upstream port is

an "ingress" port from the perspective of the CB.
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Campus Fabric licensing

No licenses are required for Campus Fabric (802.1br, or SPX); however, ICX 7150 and ICX 7250 devices used as PE units require
licenses to bring up ports at 10 Gbps, including SPX links. In addition, ICX 7650 devices used as CB units require a Layer 3
premium license to enable Layer 3 premium features and a MacSec license to enable the MACSec feature.

NOTE

All ICX devices support trust-based licensing through Self Authenticated Upgrade (SAU). Installation is simplified, and
related commands differ from previous license installation commands. For details on licensing, refer to the Ruckus
Fastlron Software Licensing Guide.

Premium licenses for ICX 7650 CB units

ICX 7750 CB units do not require premium licenses to run Layer 3 premium features. In contrast, ICX 7650 devices operating as
CB units do require premium licenses to support Layer 3 premium features. Each ICX 7650 unit in a CB stack must have a Layer 3
premium license installed.

MACsec licenses for ICX 7650 CB units

MACsec is supported on ICX 7650 CB units if a valid feature license is installed.

License inheritance

If a premium license is enabled on a device in the CB, all ICX 7450, ICX 7250, or ICX 7150 devices attached to the CB and operating
as PE units inherit premium license features.

ICX 7150 and ICX 7250 licenses

ICX 7150 and ICX 7250 Module 2 links run 1 Gbps by default without a license. To connect to a CB over a 10-Gbps SPX link, an ICX
7150 or ICX 7250 must have a 10-Gbps license installed.

NOTE
ICX 7150-48ZP models ship with two 10-Gbps links; however, additional 10-Gbps ports require a license.
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Two-port or eight-port 10-Gbps licenses can be pre-loaded on ICX 7250 or ICX 7150 devices, or you can install SAU licenses as
described in the Ruckus Fastlron Software Licensing Guide. If the licenses are not pre-loaded on ICX 7250 or ICX 7150 units
connected to a Campus Fabric domain, the devices may form 1-Gbps SPX links that must be converted to 10-Gbps SPX links using
the following procedure.

Handling SPX links with different speeds

Ports on CB units intended to provide SPX links and ports on PE units to which they are attached may be running different
speeds. Refer to the procedures in Changing the speed on an SPX link on page 109 for related scenarios and procedures.

Campus Fabric scalability

A Campus Fabric domain can contain from 1 to 4 CB units. Each of the CB units can support a PE chain or ring of up to 6 units.
The maximum number of PE units in a Campus Fabric domain is 36. Assuming 48-port ICX 7450, ICX 7250, or ICX 7150 devices
are used as PE units, 1,728 ports are supported.
Campus Fabric domain maximum configuration can be summarized as follows:

e 4 CB units (ICX 7750 stack or ICX 7650 stack)

* 32 ports per CB (32 X 4 for full CB stack)

*  Maximum of 8 PE chains

¢ Maximum 16 stand-alone PEs (in addition to 8 PE chains)

* 36 PE units per domain

* 6 PE units per chain or ring

* 1 MB maximum configuration file size

The following figure illustrates a maximized Campus Fabric domain.
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FIGURE 8 Maximum units in one Campus Fabric domain

Planning Considerations for a Campus Fabric Domain
SPX port combinations

This is a fully scaled Campus Fabric setup with 4 CBs. All SPX connections shown are either 4 X 10-Gbps or 1-Gbps connections.

The topology includes 8 SPX PE rings, which is the maximum validated scale. The PE rings are depicted with green dashed lines to
contrast them with regular uplinks. In addition to PE rings, the topology contains 12 standalone PE units. The standalone PE units
have redundant uplinks to all 4 CBs. This setup also contains two SPX PE rings with the maximum cascade depth of 6 PE units.

SPX port combinations

Speeds on each end of an SPX link must match. The following tables provide valid SPX port combinations.

NOTE

If you have potential PE units connected downstream over 1-Gbps links to be converted to 10-Gbps SPX links, refer to
Converting 1-Gbps SPX links on downstream PEs to 10-Gbps links on page 110.

NOTE

1-Gbps connections between CB units and PE units are supported beginning from Fastlron release 08.0.80.

TABLE 4 Valid ICX 7750 CB-to-PE port combinations

CB port

PE port

40-Gbps QSFP
(1x40Q module)

10-Gbps Fiber
(4x10F module)

10-Gbps Copper
(4x10T module)

1-Gbps Fiber
(4x1F module)

1-Gbps Copper
(base unit ports)

1-Gbps Fiber
(base unit ports)

40-Gbps QSFP

Yes

No

No

No

No

No

10-Gbps Fiber No Yes No No No No
10-Gbps Copper No No Yes No No No
1-Gbps Fiber No No No Yes No Yes
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TABLE 4 Valid ICX 7750 CB-to-PE port combinations (continued)

CB port
1-Gbps Copper

PE port
No

No

No

TABLE 5 Valid ICX 7650 CB-to-PE port combinations

CB port

40-Gbps QSFP
10-Gbps Fiber

10-Gbps
Copper

1-Gbps Fiber
1-Gbps Copper
2.5-Gbps

PE port

40-Gbps QSFP
(1x40Q
module)

Yes
No
No

10-Gbps Fiber
(4x10F module)

No
Yes
No

No
No
No

TABLE 6 Valid PE-to-PE port combinations

PE port 1

40-Gbps QSFP
10-Gbps Fiber

10-Gbps
Copper

1-Gbps Fiber
1-Gbps Copper
2.5-Gbps

PE port 2

40-Gbps QSFP
(1x40Q
module)

Yes
No
No

10-Gbps Fiber
(4x10F module)

No
Yes
No

No
No
No

10-Gbps
Copper (4x10T
module)

No
No

Yes

No
No
No

10-Gbps
Copper (4x10T
module)

No
No

Yes

No
No
No

No

1-Gbps Fiber
(4x1F module)

No
No
No

Yes
No
No

1-Gbps Fiber
(4x1F module)

No
No
No

Yes
No
No

Control bridge considerations

Keep the following considerations in mind when configuring Campus Fabric.

Yes

1-Gbps Copper
(base unit
ports)

No
No
No

No
Yes
No

1-Gbps Copper
(base unit
ports)

No
No
No

No
Yes
No

1-Gbps Fiber
(base unit
ports)

No
No
No

Yes
No
No

1-Gbps Fiber
(base unit
ports)

No
No
No

Yes
No
No

No

2.5-Gbps (base
unit ports)

No
No
No

No
No

Yes

2.5-Gbps Copper
(base unit ports)

No
No
No

No
No

Yes

* Tobe used in a Campus Fabric configuration, an ICX 7650 device or an ICX 7750 device must be running a router image.

¢ AnICX 7650 traditional stack or an ICX 7750 traditional stack or a standalone ICX 7650 or ICX 7750 device can be enabled
as a CB. ICX 7650 and ICX 7750 devices cannot be combined in the control bridge.

* Atraditional stack that serves as a CB stack in a Campus Fabric domain can contain no more than 4 units.

* AnICX 7650 or ICX 7750 stack that serves as the CB can be configured in the same way as any traditional stack. A
separate SPX interactive-setup utility is available for configuring an SPX domain when zero-touch provisioning is not
appropriate.

* ICX 7650 devices support SPX ports only on Module 1 or Module 2.

* On 7650-48P and 7650-48ZP models, any of the fiber ports, either in the front module or rear can be used to connect

PEs.

* To be operational, a Campus Fabric configuration requires correct CB-PE SPX port or SPX LAG configuration.
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If Spanning Tree Protocol (STP) is enabled on a CB, the CB must be reloaded for previous spanning tree configuration to
be available.

For more information on maximum CB connections, refer to Campus Fabric scalability on page 24.

Port extender considerations

Keep the following points in mind when configuring PE units.

All ICX 7150 models can be enabled as PE units.
Al ICX 7250 models except the ICX 7250-24L can be enabled as PE units.
Al ICX 7450 models, including ICX 7450-32ZP devices, can be enabled as PE units.

In a Campus Fabric domain, no local switching occurs on the PE ports. All data and control packet processing occurs in
the CB. No IP addressing is possible on the physical PE ports; however, virtual interfaces (VEs) are supported.

Client-facing LAGs are not supported over PE virtual ports.

Units in a stack must be disconnected, and stacking must be disabled before the units can be enabled as PEs. Likewise, if
a standalone unit is enabled for stacking, stacking must be disabled before the unit can be enabled as a PE.

Only standalone units running a router image can be enabled as PE units. Although PE units cannot run a switch image,
if a TFTP server with the appropriate router image is connected to the Campus Fabric domain and a path to the image is
provided, the CB will upgrade the PE image automatically. Refer to Campus Fabric (SPX) image upgrade on page 135. The
converted unit can retain a stacking configuration and can later be reloaded with a switch image, if necessary.

PE units can join a Campus Fabric domain only after at least one working SPX port or SPX LAG has been configured on
both the CB and PE. Once a PE is enabled and configured, you must issue the write memory and reload commands to
complete initialization.

Each PE unit can have no more than two SPX connections, one upstream connection toward the CB and one
downstream connection to another PE unit. These connections can be two SPX links, two SPX LAGs, or one SPX link and
one SPX LAG. Only one SPX connection is allowed between two PE units.

No speed negotiation is possible over an SPX connection. The speed at both ends of an SPX connection must be the
same.

NOTE

To convert a 1-Gbps SPX link on ICX 7150 or ICX 7250 devices to a 10-Gbps SPX link, you must disable the SPX
link or LAG and change speed at both ends before re-enabling the SPX link or LAG. For more information, refer
to Converting 1-Gbps SPX links on downstream PEs to 10-Gbps links on page 110.

Allowable PE IDs are from 17 through 56.

NOTE
We do not support BUM rate-limiting on PE ports in an SPX environment.

For information on supported and unsupported topologies, refer to Campus Fabric topology overview on page 28.

For information on PE unit and PE port scaling, refer to Campus Fabric scalability on page 24.
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Campus Fabric topology overview

The basic Campus Fabric topology consists of a single control bridge (CB) that operates within a core stack connected to one or
more port extender (PE) units.

The CB stack consists of a maximum of 4 ICX 7650 or ICX 7750 units connected in a linear or ring topology. PE units are specially
configured ICX 7450, ICX 7250, or ICX 7150 units that are connected to the CB. The PE units can be connected to each other over
a single SPX port or LAG to form a PE chain or ring. The PE chain or ring can contain a combination of ICX 7150, ICX 7250, or ICX
7450 units.

In the following figure, four ICX 7750 units are configured in a ring stack form the CB. Three of the CB units are connected to PE
units (SPX 17, 18, and 19).

FIGURE 9 Control bridge ring with attached PE (SPX) units

CB Standby

CB Active CB Member

CB Member

PE 17 PE 18 PE 19
1711 18/1/1 19/1/1

—— SPX Port/Trunk
— Stack Port/Trunk
Extended Port

In the following figure, three of the ICX 7750 CB units are connected to PE units (labeled as SPX units). The directly connected PE
units (cascade PEs) are connected to additional PE units to form an SPX chain, also referred to as a PE chain. Each SPX chain in
the figure contains three PE units.
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FIGURE 10 Control bridge ring with multiple PE (SPX) chains
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Rules governing Campus Fabric topology

A Campus Fabric domain can be discovered and automatically configured in some cases and interactively configured in other
cases. Understanding the rules that apply to supported topologies will help you configure or modify the Campus Fabric domain.

NOTE
Zero-touch configuration and interactive setup are covered in Campus Fabric Configuration Overview and Interactive

Configuration on page 41.

The following rules apply to supported Campus Fabric topologies:
* A PE unit can have a maximum of two SPX port or SPX LAG connections.

* (B units can have many SPX ports and LAGs.
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*  An SPX LAG can contain from 2 to 16 ports. For ICX 7650 CB units, ICX 7750 CB units, ICX 7450 PE units, and ICX 7250 PE
units, the maximum number of ports in an SPX LAG is 16 ports. For PE units that are ICX7150 devices, the maximum
ports in an SPX LAG is 8 ports.

* Both ends of a link between a CB and a PE or between two PE units must be an SPX port or an SPX LAG.

*  The CB must be able to reach any PE unit in a PE chain using the single SPX port or LAG. The CB must be able to reach
any PE unit in a ring using either of the two SPX ports or LAGs.

*  The maximum number of PE units in a chain or ring is six.
*  An SPX LAG cannot link to multiple SPX ports or LAGs.

* Asingle PE unit cannot form a ring. An SPX LAG between the PE unit and the CB is recommended instead. If the system
detects a single PE ring, one of the SPX ports or LAGs will be disabled to break the ring.

Supported CB-PE LAG topologies

One PE unit can be connected to more than one CB unit when the connection is configured as a single LAG. If one of the
connected units in the CB fails, the PE unit still maintains a connection to the CB. In the following figure, SPX 17 is connected to
more than one CB unit by a single LAG.

FIGURE 11 Single SPX LAG shared across multiple CB units
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PE 17 PE 18

Other supported LAG topologies are shown in the following figures.
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FIGURE 12 CBs with a multiple-port LAG to the same PE

PE 17

FIGURE 13 CB-PE shared LAG containing an unattached data link

B e
PE 17

NOTE

While a non-matching SPX LAG is allowed, for example a topology that includes a three-port LAG to a two-port LAG link
as shown in the previous figure, it may cause communication problems if the extra port is in the UP state. Use the spx-
lag or multi-spx-lag command to correct the configuration.
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FIGURE 14 CBs sharing a LAG to a cascade PE in a chain
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FIGURE 15 CBs sharing LAGs to both cascade PEs in two chains

Supported PE ring topology

A redundant SPX link can be connected from a CB unit to the edge PE of an existing PE chain or between two edge PEs of two
existing PE chains to form a PE ring. You can combine ICX 7150, ICX 7250, and ICX 7450 devices in a PE ring just as you can in a PE
chain. The following figure represents the allowable PE ring topology. When the ring is active, traffic is generally load-balanced
over the two existing SPX links.
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FIGURE 16 Supported PE ring topology

PE ring topology limitations
Consider the following points before configuring a ring topology:

*  SPXlinks can be connected to the first (cascade) PE or the last PE in a PE chain. However, a PE ring cannot be formed by
connecting an SPX link between two PEs of an existing chain.

*  PEring topology with one PE unit is not supported; a PE ring requires at least two PE units.

*  PEring topology supports a maximum of six PE units.

Traffic flow in a PE ring topology

In the following figure, the red arrow represents upstream traffic, that is, traffic originating through a PE extended port.
Upstream traffic is sent to the CB for lookup and replication. The green arrow represents downstream traffic, that is, the traffic
exiting through a PE extended port. The CB replicates downstream traffic on one or both of the SPX links, depending on the type
of traffic.

The green 'X' between PE 18 and PE 29 illustrates the logical block in the active ring. The ring remains up, but downstream traffic
is intentionally dropped at this point to prevent the traffic from traveling back to the CB through a redundant SPX link. If the ring
topology changes, the logical block may also move to a new point between two other PE units.

When the ring is active, each PE unit is mapped to one of the SPX links, and any known unicast traffic that flows through the PE
uses the same SPX link until the ring breaks or the ring topology changes. If the ring breaks and the mapped SPX link is no longer
reachable, a PE unit is remapped to the alternate SPX link, assuming it is reachable. (Traffic is lost only until reconvergence is
complete.)

For multicast or BUM traffic, each PE unit is mapped to one of the SPX links to carry upstream traffic. All traffic downstream is
carried on both SPX links. This duplication avoids remapping the PE unit when the ring breaks and allows for faster
reconvergence following failover.
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FIGURE 17 Information flow in a PE ring

CB Stack

SPX Link A SPX Link B

PE 18

Best practices for PE ring configuration

There are two suggested methods for forming a PE ring from two PE chains. In both methods, you must form an SPX link by
configuring an SPX port or SPX LAG on both ends of a connection and then physically link the cables.

The first method is to connect the edge PEs of two linear chains through an SPX link as shown in the following figure.

FIGURE 18 PE ring formed by connecting base units

CB
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SPX Link A SPX Link B
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The second suggested method for creating a PE ring is to form an SPX link between the edge PE of an existing chain and the CB
SPX cascade port as shown in the following figure.
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FIGURE 19 PE ring formed through a CB-PE cascade port
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It is not necessary to configure a ring explicitly. Once you have connected the PEs to form a physical ring, the system is able to
generate the correct pe-id configuration under spx cb-configure.

Once the topology learns about the PE ring, you can verify its presence with the show spx command. You can then check show
running-config command output for pe-id configuration details for the ring (for example, pe-id CB-port 1 ID1 ID2 ... CB-port 2).

NOTE
A pe-id configuration in this format does not confirm the presence of a ring. Only the output from the show spx
command does.

To avoid losing the configuration during a CB reboot, save it by executing the write memory command.

NOTE
SPX link events, PE timeouts, and PE reboots do not affect the ring topology stored in running configuration.

NOTE
For information on removing a ring, refer to Removing a PE ring and its configuration on page 121.

Topologies not supported by Campus Fabric

Campus Fabric cannot be implemented on certain topologies.

If you attempt to configure a redundant link between a CB unit and a PE unit or between two PE units in a chain, the
configuration is error-disabled because the second link creates a loop. Correct the problem by adding the second link to a single
SPX LAG using the multi-spx-lag command.

The following figures illustrate redundant link configurations.

Ruckus Fastlron Campus Fabric Configuration Guide, 08.0.90
Part Number: 53-1005571-01 35



Planning Considerations for a Campus Fabric Domain
Campus Fabric topology overview

FIGURE 20 Unsupported configuration: Redundant link between a CB and a PE

FIGURE 21 Unsupported configuration: Redundant link between two PE units
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A PE unit can have only two SPX ports or LAGs. As a result, a PE unit cannot have two PE units directly attached downstream at
the same level of the SPX chain. In the following figure, whichever unit, SPX 18 or SPX 19, joins first "wins" the connection. When
the remaining PE candidate attempts to join, the system displays a warning message similar to this one:

SPX join error: Has 17/2/1 -- 18/2/3 (age=0), recv 17/2/1 -- ?/2/3, Transit PE 17 has two cscd-links

When this happens, remove the second unit; otherwise, a communication failure may occur.
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FIGURE 22 Unsupported configuration: PE unit with two PE units attached at the same level downstream
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Unsupported LAG configurations

A PE unit cannot have two different LAG connections to two units in the CB stack. (That is, a single PE unit cannot form a PE ring.)
LAG 2 in the following figure will be blocked (error-disabled) in a Campus Fabric implementation. A single LAG connection from
the two CB units to the PE unit is supported as shown in Supported CB-PE LAG topologies on page 30.

FIGURE 23 Unsupported configuration: Two LAGs from the same PE to different CB units

CB1 CB2

A cascade LAG cannot be configured between the CB and two different PE units. In the following figure, whichever unit, SPX 17 or
SPX 18, joins first "wins" the connection. When the remaining PE candidate attempts to join, the system displays a warning
message similar to this one:

SPX join error: both PE 17 (MAC=1234.5678.ab00) and new PE (MAC=1234.5678.cd00) link to 1/1/20: invalid
topology

When this happens, remove the second unit; otherwise, a communication failure may occur.
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FIGURE 24 Unsupported configuration: A cascade LAG from one CB unit to two different PE units
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A PE unit cannot be connected to two different units through two different LAGs with overlapping members as shown in the
following figure.

FIGURE 25 Unsupported configuration: PE unit with two SPX LAGs, one containing the other

QD

B e
PE 17

Topologies handled by zero-touch or SPX interactive-setup

ICX 7150 devices, ICX 7250 devices, ICX 7450 devices, or any combination can be discovered and automatically incorporated into
an existing Campus Fabric (SPX) domain when they are present in a valid topology.

Certain topologies can be discovered and automatically configured in an SPX (Campus Fabric) domain by the zero-touch utility.
These valid topologies, among others, can also be handled by the SPX interactive-setup utility, which allows the user to
determine which units to include in the Campus Fabric domain and what IDs they will be assigned. In addition to the set of valid
topologies, the interactive-setup utility handles a broad range of topologies that can be modified by user selections to become
valid.

In a valid topology, all discovered units and links can join an existing Campus Fabric domain to form a supported Campus Fabric
topology. All new links can be formed automatically into a chain or ring with the zero-touch utility.
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For a group of connected new units to be detected by the Campus Fabric domain, the following conditions must be met:
e The new units must be clean units connected through non-base module ports (that is, through modules 2, 3, or 4).

* Atleast one new unit must have a non-base module port linking to the Campus Fabric domain through SPX probe ports.

SPX probe ports may be any of the following:
*  Configured zero-touch-ports (configured as described in Using zero-touch to add PE units on page 54)
* (B SPX ports or SPX LAGs that are not live and that are not attached to existing PE units

* Adownstream SPX port or SPX LAG on an edge PE unit (including those formed from either base-module or non-base-
module ports)

* All non-base module ports of an edge PE.

SPX probes for new units cannot be sent over the following ports:
*  Live SPX ports or SPX LAGs (whether the live ports are on a CB or PE unit)

* Any port that contains configuration.

The following figure depicts valid topologies that can be handled by the zero-touch utility.

FIGURE 26 Examples of valid topologies
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NOTE
Figures that depict topology do not necessarily show the maximum number of discoverable PE units in a chain. Up to six
potential PE units can be configured in a chain or ring topology.

NOTE

Multiple links are not depicted in the previous figure but may be part of valid topologies. When the system detects
multiple links between two units, it generates a LAG containing all the links, assuming they are running at the same
speed. For more information on LAG splits and merges in Campus Fabric zero-touch and interactive-setup, refer to SPX
LAG splits and merges on page 48.

NOTE

At times, you may want to protect stand-alone devices from being discovered by Campus Fabric configuration utilities,
to prevent them from becoming part of the Campus Fabric domain. For more information, refer to Protecting a unit
from being discovered on page 44.
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Campus Fabric configuration overview

Before building a Campus Fabric domain, become familiar with related considerations and constraints. Refer to Planning
Considerations for a Campus Fabric Domain on page 23 for more information.

To configure a Campus Fabric domain, the following steps must be completed.

1. Configure and connect two to four ICX 7650 devices or two to four ICX 7750 devices in a traditional stack, or configure a

standalone ICX 7650 or ICX 7750.
NOTE

Configuring two or more devices in a stack provides redundancy for the control bridge (CB).

2. Enable and configure the ICX 7650 or ICX 7750 stack or standalone device as a CB.
3. Connect ICX 7450, ICX 7250, or ICX 7150 devices to the CB.
4. If you elect to do manual configuration, a fourth step is needed:

Enable and configure the ICX 7450, ICX 7250, or ICX 7150 devices as PE units.

NOTE

No matter which configuration method you use, when a PE unit joins the Campus Fabric domain, user data ports don't
immediately come up. They are brought up within one minute after all attached PE units have joined in order to avoid

interference with the join activity.

NOTE

To configure a PE manually, the PE candidate must be running a router image because spx pe-enable configuration is

not available in the switch image.

NOTE

A PE candidate running a switch image can be discovered and added to the Campus Fabric Domain by the zero-touch or

the SPX interactive-setup utility; however, because Campus Fabric requires a router image, the new device will initially
be in a non-operational state due to an image mismatch. If tftp-server is configured and image-auto-copy is not
disabled, the CB will download a router image to a non-operational PE unit. The PE reloads, joins the Campus Fabric

domain, and becomes operational.
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NOTE

From release 08.0.70, SPX interactive-setup and zero-touch provisioning download images to new units before
converting them to PEs if the PEs have different software images. The tftp-server command must be configured for
image download.

SPX interactive-setup

SPX interactive-setup is the recommended method for Campus Fabric configuration. SPX interactive-setup is a tool that can be
used even in more complex deployments to convert PE candidates in router or switch mode to PE units. The tool allows you to
select PE IDs and configure SPX ports and LAGs. SPX interactive-setup recognizes some invalid SPX topologies that cannot be
handled by zero-touch deployment and requests user input to convert them to valid topologies. SPX interactive-setup also allows
you to change PE IDs interactively without detaching cables or shutting down units.

Zero-touch deployment

Zero-touch deployment converts clean PE candidates in router or switch mode to active PE units without user intervention. In
supported topologies, zero-touch detects potential PE units, assigns them IDs, defines SPX ports or LAGs, and reloads them as PE
units.

Manual configuration

In some situations, you may choose to configure the Campus Fabric domain manually. For example, in manual configuration,
there is no requirement that configured ports be non-base module ports. Manual configuration is recommended if connecting
candidate PE units involves LAGs or loops. Multiple links between two candidate PEs cause packet looping. You can use manual
configuration to create an SPX LAG for multiple links before physically connecting links. A LAG consisting of multiple links is
considered a logical link and does not cause packet looping.

For more information on the steps and system processes involved, refer to Campus Fabric Manual Configuration on page 73.

Differences in Campus Fabric configuration practices

The commands used in Campus Fabric configuration differ from most Fastliron commands. You should become familiar with
syntax changes. For example, port ranges are handled differently. Configuring ports and trunks also differs in Campus Fabric
configuration.

Basic syntax change in SPX port configuration

SPX ports, like stacking ports, do not use the ethernet keyword as part of port configuration. SPX port configuration relies on
three-tuple notation as it is used on all current Fastlron devices; however, port lists and ranges are used differently.

The ethernet keyword continues to be used for configuring ports on standalone devices.

Using port lists to specify SPX ports and port ranges

Campus Fabric configuration introduces a flexible format for representing multiple ports and port ranges in command entry.
Valid port lists include any combination of "x/y/z" and "x/y/z to x/y/z" notation. The following examples are all valid port lists in an
SPX command:

* 1/2/3(asingle port on CB unit 1)
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o 1/2/11/2/21/1/48 (three separate ports on CB unit 1, which do not have to be presented in ascending order)
* 1/1/402/1/1 to 2/1/10 (a single port on CB unit 1, followed by a range of 10 ports on CB unit 2, module 1)
* 2/1/10to 2/1/151/1/30 to 1/1/31 (a range of five ports on CB unit 2, module 1 and a range of two ports on CB unit 1)

Differences between SPX LAGs and stacking trunks

In stacking, the secure-setup utility for configuring a stack relies on the presence of two default ports on every stackable unit. The
default ports are stacking candidates. The secure-setup utility can send probe packets through these ports even when they are
not configured as stacking ports. Some stackable devices allow you to reconfigure stacking ports or trunks to non-factory settings
by first changing the default ports. Even when a user configures only one stacking port or trunk, a stacking unit still requires two
default ports.

A stacking trunk cannot be configured unless an underlying stacking port already exists. For example, the command stack-trunk
1/2/1 to 1/2/3 is only valid when stack-port 7/2/1 is in place.

Campus Fabric configuration does not use the same secure-setup utility as stacking. The two stacking default ports are not
present or required. You can change SPX ports and LAGs on a PE unit without initially defining default ports. Furthermore, an SPX
LAG does not require you to first configure a lead stacking port.

SPX LAG (trunk) notation differs from stacking trunk notation in a few fundamental ways:
* Although a stacking trunk requires contiguous ports in the format "x/y/z to x/y/z", an SPX LAG allows noncontiguous
ports, with any combination of "x/y/z" and "x/y/z to x/y/z" port notation.

*  Stacking trunks contain a range of ports on a single stacking unit on each end. In contrast, ports in a CB SPX LAG can
span multiple CB units. (SPX LAGs on PEs must contain ports from only one PE unit, but the ports do not have to be
contiguous.)

*  The SPXLAG and port commands spx-lag and spx-port are mutually exclusive in their membership.

Port and LAG reconfiguration based on dynamic entries

Campus Fabric configuration allows dynamic reconfiguration of ports and LAGs in some cases.
NOTE
The same rules apply when configuring SPX ports or LAGs on a live system. Configuring ports on a live system may in
some cases be less disruptive. Refer to Configuring SPX ports and LAGs on a live system on page 133 for more
information.

The following rules govern SPX port and LAG creation:

* If a new SPX port or LAG has any common member with an existing SPX port or LAG, the new entry replaces the existing
configuration.

* If a new SPX LAG has common members with multiple SPX port or LAG configurations, an error is returned, and the new
configuration is blocked.

* If anew SPX port or LAG does not overlap with existing SPX ports or LAGs, it is added.
The following example creates a LAG with three ports on PE unit 17.

ICX7750-26Q Router (config-spx-unit-17)# spx-lag 17/2/2 to 17/2/4
The same LAG is changed to a two-port LAG using the following command.

ICX7750-26Q Router (config-spx-unit-17)# spx-lag 17/2/2 to 17/2/3
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The following example configures a single PE port.
ICX7750-26Q Router (config-spx-unit-18)# spx-port 18/1/3
The same port is reconfigured as part of a LAG using the following command.
ICX7750-26Q Router (config-spx-unit-18)# spx-lag 18/1/1 to 18/1/4
The following example configures a port and a LAG on PE unit 19.

ICX7750-26Q Router (config-spx-unit-19)# spx-port 19/2/1
ICX7750-26Q Router (config-spx-unit-19)# spx-lag 19/2/3 to 19/2/4

With the previous configuration in place, the following entry returns an error.

ICX7750-26Q Router (config-spx-unit-19)# spx-lag 19/2/1 to 19/2/3

Notice that the new entry requires changes to two existing configurations, a port and a LAG. As a result, the new LAG is blocked.

Protecting a unit from being discovered

The spx zero-touch-deny command can be configured on a traditional stack member or standalone device that is connected to

non-SPX ports to prevent the device from being converted to a PE unit accidentally.

Follow these steps to prevent an ICX 7150, ICX 7250, or ICX 7450 device from being discovered and converted by the zero-touch

or interactive-setup utility.

NOTE

Use the no form of the command to again make the device available for zero-touch configuration or interactive-setup.
The zero-touch-enable or the spx pe-enable command also removes the spx zero-touch-deny setting when entered

on the device.

1. Enter global configuration mode.

device# configure terminal

2. Enter the spx zero-touch-deny command.

device (config) # spx zero-touch-deny

The following example protects an ICX 7450 from being discovered by a CB unit when the zero-touch utility or SPX interactive-

setup utility is run.

ICX7450-48F Router>
ICX7450-48F Router> enable
No password has been assigned yet...
ICX7450-48F Router# configure terminal
ICX7450-48F Router (config)# spx zero-touch-deny
ICX7450-48F Router (config) #show running-config
Current configuration:
|
ver 08.0.50b1T213
|
stack unit 1
module 1 icx7450-48f-sf-port-management-module
module 2 icx7400-xgf-4port-40g-module
module 4 i1icx7400-gsfp-lport-40g-module
|

spx zero-touch-deny
|
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Zero-touch and SPX interactive-setup topology
requirements

A Campus Fabric system can discover and automatically configure PE units connected in certain topologies.

The zero-touch and SPX interactive-setup utilities can detect potential SPX connections when clean candidate PE units are
connected by non-base module ports (on modules 2, 3, or 4), either directly to the Campus Fabric domain or via other candidate
PEs. CB units can be connected to PE candidates through base module or non-base module ports.

From release 08.0.70, zero-touch and SPX interactive-setup are enhanced in the following ways:

*  Zero-touch and SPX interactive-setup interoperate with future releases. For example, a CB running release 08.0.80 can
detect standalone units running release 08.0.70 and vice versa. However, releases prior to 08.0.70 are not detected and
cannot interoperate with newer releases.

* Aslong as tftp-server configuration provides correct image location, images can be copied to new units before they are
reloaded as PEs so that the PEs run the same image as the CB.

* New links can be detected between a CB and an edge PE or between two edge PEs. Detected links are used to convert
one or two PE chains to a ring (in this case, the last PE in a chain is an edge PE). Converting new units to PEs and
converting PE chains to rings are fully integrated into a single zero-touch SPX interactive-setup process.

NOTE
It is recommended that you make all physical connections before running SPX interactive-setup or zero-touch so that all
new units and connections can be detected and processed. Multiple links between two units become one SPX LAG.

NOTE
SPX interactive-setup and zero-touch do not detect new links between PEs in the same chain or ring. Once a new unit
becomes a PE, new links are not detected, unless the links are on an edge PE.

Valid and invalid topologies for zero-touch and SPX interactive-setup utilities are described in Campus Fabric topology overview
on page 28. The utility handles only valid topologies. When the zero-touch utility can detect an invalid topology, it issues a
warning.

The SPX interactive-setup utility handles valid topologies and allows user intervention to select desired units or change PE IDs.
The interactive-setup utility also handles many invalid topologies when users can select units to create a valid topology. Where
possible, interactive-setup presents the discovered topology for user selection. When the system detects a topology it cannot
present, it generates a warning.

NOTE

The manual Campus Fabric configuration process does not require non-base module ports. Manual configuration is
recommended if connecting candidate PE units involves LAGs or loops. Multiple links between two candidate PEs cause
packet looping. You can use manual configuration to create an SPX LAG for multiple links before physically connecting
links. A LAG consisting of multiple links is considered a logical link and does not cause packet looping.

Zero-touch and SPX interactive-setup for PE units with live traffic

Zero-touch and SPX interactive-setup have enhancements to harden the discovery process as of Fastlron release 8.0.61.
Previously, if live clients were connected to switches waiting to be converted to PE units, there was a chance of loops. Now, loop
packets are dropped until discovery is complete. This greatly enhances the reliability of discovering all PE candidates and links
under severe situations. The loops are removed after zero-touch or SPX interactive-setup changes multiple inter-switch links
between two units into a LAG.
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If your system has no live traffic, you can connect new units the way you want without being concerned about creating loops. If
your system has clients carrying live traffic, there are going to be temporary loops. As long as you allow zero-touch or SPX
interactive-setup to discover all units and links, and change discovered units to PEs to generate appropriate running-
configuration, the loops are handled and should resolve automatically.

Invalid topologies that can be handled by SPX interactive-setup

The following figure depicts some invalid topologies that can be handled by SPX interactive-setup. These topologies include new
units that form a chain or ring of up to six units and that have one or two uplinks to the existing Campus Fabric domain.

FIGURE 27 Invalid topologies handled by SPX interactive-setup
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Special cases where a link can be removed to select all new units

You can select units to include in a Campus Fabric domain as part of SPX interactive-setup. When you select units, all their
interconnections are selected as SPX ports or SPX LAGs. To prevent you from creating an invalid Campus Fabric topology, the
interactive-setup utility does not generally allow you to remove links. In certain cases, however, you are allowed to remove a link
to present all potential units in a valid topology.

o Case T—A ring of new units has one uplink to the CB or to another PE unit.

o  Case 2—A ring of new units has two uplinks to the CB or other PE units, and the two uplinks are on two new neighbor

units.

Case 1. The following example shows a ring of potential units connected through a single uplink to the Campus Fabric domain.

31/2/1
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FIGURE 28 Case 1: Ring of potential PEs with one direct connection to the CB

cB

|— New Unit1 New Unit2 New Unit3 —|

To form a valid topology, the user has the option to remove the link between units 1 and 2 or the link between units 1 and 3.

FIGURE 29 Case 1: Resolution

cB

|— New Unit1 New Unit2 New Unit3 —|

Case 2. The following example shows a ring of new units with two uplinks through neighboring units 1 and 2.

1/1/10 21/2/1
I [
| [
3/1 3/1
+o———= + +o———= + +o———= + o= +
-2/3| #1 |2/1--2/1| #2 |2/4--2/3| #3 |2/1--2/3| #4 |2/1-
| - + - + - + - + |

FIGURE 30 Case 2: Ring with two connections to the CB through neighboring units
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The user has the option to remove the link between units 1 and 2 to form a valid topology.
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FIGURE 31 Case 2: Resolution
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SPX LAG splits and merges

Both the zero-touch utility and the SPX interactive-setup utility can split or merge CB and PE SPX ports and LAGs to match
discovered new topology. When SPX LAGs split or merge, some ports are disabled. The zero-touch and SPX interactive-setup
utilities re-enable ports that become SPX ports and SPX LAGs. Ports that become data ports remain disabled.

NOTE
Data ports can be re-enabled at the interface configuration level using the no disable command. For example:
device# configure terminal

device (config)# interface 17/2/1
device (config-17/2/1)# no disable

Ports of different speeds

All ports in a LAG must have the same speed. When the zero-touch utility or the interactive-setup utility encounters ports with
different speeds, it assigns them to different SPX ports or LAGs.

Here are some examples of how the system forms SPX connections from ports running at different speeds.

FIGURE 32 Single PE with multiple 40-Gbps links and one 10-Gbps link

CB CB

spx-lag> | spx-port
40G 10G = 40G 10G
spx-lag > spx-port

MNew Unit1 MNew Unit1

case 1

In the previous example, a ring of only one PE is formed because all links are classified in two directions due to their different
speeds. Because a single PE ring is an invalid topology, the system prints and logs a warning message. The new unit is not
converted to a PE.
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FIGURE 33 New PE chain with multiple 40-Gbps links and single 10-Gbps link
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case 2

The previous figure forms an invalid topology. The zero-touch utility issues a warning when the topology is formed. The SPX
interactive utility allows you to remove the 10-Gbps links or the 40-Gbps links. The two new units form a ring with one uplink.
This is an example of Case 1 in Special cases where a link can be removed to select all new units on page 46.

Detecting new links and converting PE chains to rings

From release 08.0.70, SPX interactive-setup and zero-touch provisioning can detect links between a CB unit and an edge PE or
between two edge PE units. When these links are detected, the associated PE chain or, if present, both associated PE chains are
converted into a ring.

NOTE
SPX interactive-setup and zero-touch provisioning do not detect new links between existing PEs in the same chain or

ring. As a result, neither utility can expand an existing SPX LAG. Use the multi-spx-lag command to change SPX LAGs on
a live link.

NOTE

To form an SPX LAG between two PE chains, connect multiple links between two units before running SPX interactive-
setup or before enabling zero-touch provisioning. Either utility detects all links and generates an SPX LAG containing the
ports. Once a chain is converted to a ring, neither SPX interactive-setup or zero-touch provisioning can detect any new
link between units of a PE chain or ring.

The capability to convert one or two PE chains to a ring is fully integrated into both SPX interactive-setup and zero-touch
provisioning. Both utilities can discover new units and/or convert PE chains in a single process. If SPX interactive-setup detects
both possibilities, the interactive process handles PE chain-to-ring conversion before handling new units.

When SPX interactive-setup or zero-touch provisioning detects links between an CB and an edge PE or between two edge PEs
and converts PE chains to a ring, the system generates any needed SPX port or SPX LAG configuration for the ring. No reload is
required; however, you should execute the write memory command to save the new SPX port or SPX LAG configuration.

A link can be detected only when at least one end sends probes. The following ports transmit probe packets:
1. CBSPX ports and CB SPX LAGs that have no live PE link
2. CB ports configured as zero-touch ports

3. Edge PE ports on non-base modules 2, 3, or 4, excluding upstream SPX ports or SPX LAGs and any ports with
configuration. In this case, an edge PE port is always the last unit of a chain.
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As an example, if a base-module port on an edge PE connects to a CB zero-touch port, the link can be detected because,
although PE base-module ports do not send probes, the CB zero-touch port at the other end of the link does.

If a link connects to a CB port, the port must be an SPX port, part of an SPX LAG, or a zero-touch port. Otherwise, the system
prints a warning message to remove the link. A PE port detected on the link ca